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Bilingual Primary School

Privacy Notice
How we use Parent and Pupil Information

Under General Data Protection Regulations (GDPR) we are obliged to inform you of the information we
holdrelating to youand your child(ren) what we use it for,who we share it with and for how long
we keepit. This privacy notice (also known asafair processing notice) aims to provide you with this
information. Ifit, oranyinformation linked to itis unclear, please contact the school office, orthe
school’s Data Protection Officer. Contact details for both are available at the end of this privacy notice.

St Jérédme Church of England Bilingual Primary School at 120-138 Station Road Harrow
Middlesex HA1 2DJ is the Data Controller for the purposes of data protection law.

Asapublicbodyaswe have appointed a Data Protection Officer (DPO), Claire Mehegan of LDBS 36
Causton Street London SW1P 4AU: 0207 932 1100: claire.mehegan@london.anglican.org

1. The categories of pupil and parent information that we collect, hold and share include but are not
limited to:
e personalinformation (such as name, unique pupil numberand address, parents'’
national insurance number).

e contactdetailsand preference (contact telephone numbers, email addresses, addresses)
e characteristics (such as ethnicity, religion, language, nationality, country of birth and

free school meal eligibility)

e attendanceinformation (suchassessionsattended, numberofabsencesandabsence
reasons)

e assessmentinformation (such as data scores, tracking, and internal and external testing)

e relevantmedicalinformation (such as NHS information, health checks, physical and
mental health care, immunisation program and allergies and specific medical
needs)

e specialeducationalneedsinformation(suchasEHCPs, statements, applicationsfor
support, care or support plans)

e safeguarding information

e exclusion information

e behavioural information

e photographs (forinternal safeguarding and security purposes, school newsletters,
media and promotional purposes).

e CCTVimages

We may also hold data about pupils that we have received from other organisations, including other
schools, local authorities and the Department for Education.



2. Why we collect and use this information

We use the pupil and parent data:
e to support pupil learning
e to monitorand report on pupil progress
e to provide appropriate pastoral and medical care
e forsafeguarding and pupil welfare purposes
e to administer admissions waiting lists
e for research purposes
e toinform you about events and other things happening in the school
e to assess the quality of our services
e to comply with the law regarding data sharing

3. Thelawful basis on which we use this information

Our lawful basis for collecting and processing pupil information is defined under Article 6, and the
following sub-paragraphs in the GDPR apply:

(a) Data subject gives consent for one or more specific purposes
e (c)Processingis necessary to comply with the legal obligations of the controller
(d) Processing is necessary to protect the vital interests of the data subject
(e) Processing is necessary for tasks in the publicinterest or exercise of authority vested
in the controller i.e. the provision of education

Our lawful basis for collecting and processing pupil information is also further defined under
Article 9,inthatsome oftheinformationwe processisdeemedtobe sensitive, orspecial
informationand the following sub-paragraphs in the GDPR apply:

(a) The data subject has given explicit consent
(b) It is necessary to fulfil the obligations of controller or of data subject

e (o) Itisnecessary to protect the vital interests of the data subject
(d) Processing is carried out by a foundation or not-for-profit organisation
(includes religious, political or philosophical organisations and trade unions)
(g) Reasons of publicinterest in the area of public health

(i) Itis in the public interest

A full breakdown of the information we collecton pupils can be foundin ourrecord of
processing.

Where we have obtained consent to use pupils’ personal data, this consent can be withdrawn atany
time.Wewill make this clear when we ask for consent and explain how consent can be
withdrawn. Some of thereasons listed above for collecting and using pupils’ personaldata
overlap and there may be several grounds which justify our use of this data.

An example of how we use the information you provide is:

The submission of the school census returns, including a set of named pupil records, is a statutory
requirement on schools under Section 537A of the Education Act 1996.

Putting the school census on a statutory basis:
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= ensures schools do notneedtoobtainparental or pupil consent to the provision
of information

= ensuresschools are protected from any legal challenge that they are breaching a duty
of confidence to pupils

* helpsto ensure that returns are completed by schools

4. Collecting pupil information

Whilst the majority of pupil informationyou provideto us is mandatory, some of it is
provided tous on a voluntary basis. In order to comply with the General Data Protection
Regulation we will inform youwhether you are required to provide certain pupil information
tousorif you have achoice in this. Where we have obtained consent touse pupils’ personal
data, this consent canbe withdrawn atanytime. We will make this clear when we ask for
consent andexplain how consentcan be withdrawn.

5. Storing pupildata

We hold pupil data whilst the child remains at St Jéréme Church of England Bilingual Primary
School. Thefile will follow the pupil to the destination schoolwhenhe / she leaves St Jérome
Church of England Bilingual Primary School. However, where there is a legal obligation to
retain the information beyond that period, it will be retained in line with our retention policy.

Please refer to our Data Storage and Retention Policy for further information.
We have data protection policiesand proceduresinplace, including strong organisational and
technical measures, which are regularly reviewed. Furtherinformation can be found on our website.

6. Who we share pupil information with
We routinely share pupil information with appropriate third parties including:
e Our local authority—to meet ourlegalobligations to share certain information
such as safeguarding concerns and exclusions
e The Department for Education
e the pupil’s family and representatives
e educators and examining bodies
o Ofsted
e suppliersandservice providers —to enable them to provide the service we
have contracted them for
e financial organisations
e central and localgovernment
e ourauditors
e survey and research organisations
¢ health authorities
e security organisations
e health and social welfare organisations
e professional advisers and consultants
e charitiesandvoluntary organisations
e police forces, courts or tribunals
e professional bodies
e schools that the pupils attend after leaving us
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Where we transfer personal data to a country or territory outside the European Economic

Area, we will do so in accordance with data protection law.

7. Why we share pupil information

We do not share information about out pupils with anyone without consent unless the law
and our policies allow us to do so.

We share pupils’ data with the Department for Education (DfE) on a statutory basis. This data sharing
underpins school funding and educational attainment policy and monitoring.

We are required to share information about our pupils with our local authority (LA) and the
Department for Education (DfE) under section 3 of The Education (Information About Individual
Pupils) (England) Regulations2013.

As an academy school we are required to share information about our pupils with the (DfE) under
regulation 5 of The Education (Information About Individual Pupils) (England) Regulations 2013.

8. Data collectionrequirements:
To find out more about the data collection requirements placed on us by the Department
for Education (for example; via the school census) go to https://www.gov.uk/education/data-
collection- and-censuses-for-schools.

9. The National Pupil Database (NPD)
The NPD is owned and managed by the Department for Education and contains information about
pupilsin schoolsin England. It provides invaluable evidence on educational performance to inform
independentresearch, as well as studies commissioned by the Department. Itis held in electronic
format forstatistical purposes. This information issecurely collected fromarange of sources
including schools, local authorities and awarding bodies.

We arerequiredby law, to provide informationabout our pupilsto the DfE as part of statutory
data collectionssuch asthe school census and early years' census. Some of thisinformation is then
stored inthe NPD. The law that allows this is the Education (Information About Individual Pupils)
(England) Regulations 2013.

To find out more about the NPD, go to https://www.gov.uk/government/publications/national-

pupil- database-user-guide-and-supporting-information.
The Department may share information about our pupils from the NPD with third
parties who promote the education or well-being of children in England by:

e conducting research or analysis

e producing statistics

e providing information, advice or guidance
The Department has robust processes in place to ensure the confidentiality of our data is
maintained and thereare stringent controls in place regarding access and use of thedata.
Decisionsonwhether DfE releases data to third parties are subject to a strict approval process
and based on a detailed assessment of

e whoisrequesting the data

e the purpose for which it is required

e thelevel and sensitivity of data requested

e thearrangementsin place to store and handle the data
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To be granted access to pupil information, organisations must comply with strict terms and
conditions covering the confidentiality and handling of the data, security arrangements and
retention and use of the data.

Formore information about the department’s data sharing process, please

visit: https://www.gov.uk/data-protection-how-we-collect-and-share-research-

data

For information about which organisations the department has provided pupil information, (and

for which project), please visit the following website:
https://www.gov.uk/government/publications/national-pupil-database-requests-received

To contact DfE: https://www.gov.uk/contact-dfe

10. Requestingaccessto yourpersonal dataandyourData Protection Rights

Under data protection legislation, parents and pupils have the right to request access to
information about them that we hold, through a Subject Access Request.

Parents/carers can make a request with respect to their child’s data where the child is not
consideredmatureenoughtounderstandtheirrightsovertheirowndata(usuallyundertheage
of 12), or where the child has provided consent.

Parents/Carers also have the right to make a subjectaccess request with respect to any personal
data the school holds about them.

If youmake asubjectaccessrequest, andifwe do holdinformation about you oryourchild, we
will:

e give you a description of it

e tellyouwhy we are holding and processing it, and how long we will keep it for

¢ explain where we got it from, if not from you or your child

e tell youwho it has been, or will be, shared with

e letyou know whether any automated decision-making is being applied to the data,
and any consequences ofthis

¢ give you a copy of the information in an intelligible form

Individualsalsohavetherightfortheirpersonalinformationtobetransmittedelectronically
to another organisation in certain circumstances.

If you would like to make a request, please contact our data protection officer:
Claire Mehegan of LDBS 36 Causton Street London SW1P 4AU: 0207 932 1100:
claire.mehegan@london.anglican.org

Parents/carersalso have alegalrightto accessto theirchild’s educational record. To requestaccess,
please contact Karen Smith, School Business Manager, St Jéréme Church of England Bilingual

Primary School, Rickmansworth Road Northwood, Middlesex, HAé 2RH.

You also have the right to:



e objectto processing of personal data that is likely to cause, oris causing, damage
or distress

e prevent processing for the purpose of direct marketing

e objectto decisions being taken by automated means

e incertaincircumstances, have inaccurate personal data rectified, blocked, erased or
destroyed

e claimcompensationfordamagescausedbyabreachofthe DataProtectionregulations

11. Complaints

We take any complaints about our collection and use of personal information very seriously.
Ifyouthinkthatourcollectionoruse of personalinformationisunfair, misleading or
inappropriate, orhaveanyotherconcernaboutourdataprocessing, pleaseraisethiswithusin
thefirstinstance.

To make acomplaint, please contact our data protection officer: Claire Mehegan of LDBS 36
Causton Street London SW1P 4AU: 0207 932 1100: claire.mehegan@london.anglican.org

Alternatively, you can make a complaint to the Information Commissioner’s Office:
e reporta concern online at https://ico.org.uk/concerns/
e call0303 1231113
e orwrite to: Information Commissioner’s Office, Wycliffe House, Water Lane,
Wilmslow, Cheshire, SK? 5AF

12. Contactus

If you have any questions,concerns or would like more information about anything
mentioned in this privacy notice, please contact our Data Protection Officer: Claire Mehegan
of LDBS 36 Causton Street London SW1P 4AU: 0207 932 1100:
claire.mehegan@london.anglican.org or Karen Smith School Business Manager, St Jérome
Church of England Bilingual Primary School at 120-138 Station Road Harrow Middlesex
HA1 2DJ: 020 3019 6363 office@stjeromebilingual.org



